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Abstract

Alloy is a specification language that has been used in a wide range of ap-
plications, such as program verification, test case generation, IoT and Android
security, etc. Unlike imperative languages, such as C or Java, Alloy is declarative,
which describes the logic of a computation without describing its control flow
and does not generate traces during the execution. Thus, traditional fault lo-
calization techniques developed for imperative programs based on analyzing the
control flows of passing and failing tests do not directly apply to Alloy. To aid de-
velopers in debugging Alloy models, we develop FLACK, a tool to automatically
localize Alloy buggy expressions.

Given an Alloy model with violated assertions, FLACK automatically out-
puts a ranking list of expressions based on their spaciousness to the assertions
violations. For each assertion, FLACK first queries the Alloy analyzer for coun-
terexamples, i.e. instances of the model that violate the asserted property. FLACK
then uses a Partial Max-SAT (PMAXSAT) solver to find instances that satisfy
the asserted property and are most similar to the counterexamples. FLACK then
identifies the relations and atoms that are different between the counterexamples
and the satisfying instances. The differences illustrate how the counterexamples
violate the assertion. The PMAXSAT solver guarantees that these differences are
“minimal”, containing only essential information related to the assertion viola-
tion. By finding expressions most related to these differences, FLACK identifies
the potential expressions causing the assertion violation.

FLACK is different than the state of the art on Alloy fault localization in
that it does not rely on unit tests which are not commonly found accompany-
ing Alloy models. Instead, FLACK relies on assertions and constraint solvers to
obtain counterexamples and satisfying instances, which are the main underlying
technology in Alloy and commonly used by the Alloy developers.

We evaluated FLACK on 157 Alloy models collected from previous Alloy fault
localization work and popular Alloy models of complex systems.The experiment
results show that FLACK can consistently rank the buggy expressions in the top
2% of the suspicious list, with a run time under 5 seconds for most of the models.

This work was published at 43rd International Conference on Software En-
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